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Specialist

ZERO TO HERO - COMPLETE PROGRAM

The most complete offensive security training in India —
built by practitioners, for people who want to break in

ethically and get hired.

70+

HOURS — PHASES / TOOLS
e+

. o / 4

ONE PROGRAM NO HIDDEN COSTS
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WHO IS THIS FOR

Built for people who want to break in
ethically

© -

Aspiring Pentesters IT & Networking Pros
No prior experience needed. Go from zero Leverage existing knowledge. Transition into
fundamentals to conducting real offensive security with hands-on lab work
penetration tests across networks and that bridges theory to exploitation.
infrastructure.

©) —
Security Enthusiasts Career Changers
Already curious? Get formal structure Cybersecurity is one of the fastest-growing
around self-taught knowledge and build a fields. Gain skills, certification guidance and
portfolio that actually gets you hired. confidence to make the switch.

OFFENSIVE SECURITY SPECIALIST WWW.CYBERNOUS.COM
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CURRICULUM OVERVIEW

4 phases. 70 hours. Everything you need.

PHASE 01 PHASE 02

Foundations & Network Security Privilege Escalation & Vulnerability
Assessment

* Linux Fundamentals * Metasploit Framework
* Networking Deep Dive * Active Directory

e Python for Hackers * Windows Privesc

* Kali Linux Setup * Linux Privesc

* Reconnaissance * Vulnerability Scanning
* Nmap Mastery * Exploitation Techniques
* Anonymity & OSINT * Post Exploitation

e Wi-Fi Hacking e Password Attacks

e Man-in-the-Middle

OFFENSIVE SECURITY SPECIALIST WWW.CYBERNOUS.COM
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CURRICULUM — ADVANCED PHASES

Where you go from capable to
dangerous

PHASE 03

PHASE 04

Cloud, Al & Advanced Attack Vectors Capstone CTF & Professional

Reporting

* AWS Security * Pentest Report Writing
* Azure Pentesting * CVSS Scoring

e Al in Offensive Security e Executive Summary

e APl Hacking e CTF Challenges

e (C2 Frameworks * Mock Interviews

e AV Evasion e Portfolio Review

e Custom Malware Dev
e Phishing Campaigns

OFFENSIVE SECURITY SPECIALIST WWW.CYBERNOUS.COM
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20+ TOOLS YOU ACTUALLY USE IN LABS

Real tools. Real targets.

Nmap Metasploit Burp Suite Wireshark
Gobuster SQLMap Hydra Aircrack-ng
Mimikatz Impacket BloodHound Responder
Cobalt Strike Nuclei ffuf CrackMapExec

70+ 4 20+ 180d

LIVE CLASSES PHASES TOOLS IN LABS ACCESS PERIOD

OFFENSIVE SECURITY SPECIALIST WWW.CYBERNOUS.COM
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12 weeks, mapped out.

O

Weeks 1-3

FOUNDATIONS

Weeks 4-8

APPLICATIONS

Weeks 9-12

ADVANCED

Outcome
JOB-READY

OFFENSIVE SECURITY SPECIALIST

Get your footing

Linux, networking, Python, Kali setup & core hacking methodology

— the base every attacker needs.

Start exploiting

Active Directory, web app hacking, network exploitation & privilege

escalation across real environments.

Go pro
Cloud security, Al attacks, C2 frameworks, evasion & the full

Capstone CTF to prove your skills.

Walk out hireable

A real pentest portfolio, a clear certification path (eJPT, CEH, OSCP) and
the confidence to interview.

WWW.CYBERNOUS.COM
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SKILLS THAT GET YOU HIRED

Graduate job-ready, not just certified.

=) R
Real Pentest Reports Industry Certifications
Write professional reports with CVSS scoring Aligned with eJPT, CEH, OSCP & CompTIA
and executive summaries that match what PenTest+. Graduate with a clear cert path and
clients and employers expect. job-ready portfolio.
) (-]
Cloud & Al Attack Skills Hands-On Lab Experience
AWS and Azure pentesting, Al-augmented Real tools, real vulnerable environments. 20+
offensive security — skills most other courses tools across 70+ hours of labs you can
don't even touch yet. screenshot for your portfolio.

Full 4-phase curriculum (70+ hrs) Lifetime access to all materials

Private community & mentor support CTF challenges & lab environments

Certificate of completion Free 5-day Offensive Security Challenge

OFFENSIVE SECURITY SPECIALIST WWW.CYBERNOUS.COM
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REFERRAL REWARDS

Refer, earn & save.
Refer a friend - +15 days of LMS access

a a

Share your link or code Friend enrols with your details You get +15 days access
Find it in your LMS dashboard They add your code in the Credited within 7-14 business
under Refer & Earn and share it. “Referred by” field at checkout. days of payment confirmation.

No limit on referrals — every successful enrolment earns +15 days. Add-on access only; must be an active

student to qualify.

Loyalty & referral — up to 100% off
10% 10%

Loyalty discount Per referral credit

Off your next Cybernous course — not for re- Stackable up to 100% off your next course.

enrolling the same one.

1 REFERRAL 5 REFERRALS 10 REFERRALS

10% off 50% off 100% FREE

Max cap 100%. Credits valid 12 months from verification; benefits mutually exclusive. Requires completion

of at least one paid Cybernous course.

WWW.CYBERNOUS.COM

OFFENSIVE SECURITY SPECIALIST
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LEARNING FLEXIBILITY

28-day pause

Life happens. Your learning journey does not have to stop.

WHAT Freeze youraccess for up to 28 days

Pause your LMS access for up to 28 days total. Your progress, bookmarks and history
are saved exactly where you left off.

HOW One-click pause from your dashboard

Log into your LMS, go to Account Settings and hit Pause. Your access timer stops

instantly. Resume any time while pause days remain.

RULES Simple terms — no surprises

Up to 2 pauses per enrollment, 28 pause days in total. Available from Day 1 of active
access.

HOW YOUR 28 DAYS WORK

You get 28 pause days in one shared pool , split across up to 2 pauses. Each pause draws from the same pool
— when it hits 0, no pauses remain.

LT
EXAMPLE A - PAUSE 1 EXAMPLE A - PAUSE 2
20 days used S 8 days used
8 days remaining 0 remaining - used up

EXAMPLE B - PAUSE 1 EXAMPLE B - PAUSE 2
10 days used 15 days used
18 days remaining 3 days remaining - forfeited

Your access clock stops.

Whether it's an exam, a project deadline or a vacation — pause with confidence.

OFFENSIVE SECURITY SPECIALIST WWW.CYBERNOUS.COM
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./start_career.sh

Stop watching tutorials. Start
hacking systemes.

READY TO BEGIN

CONTACT FOR ENQUIRY

&  +91 85953 38705
M  contact@cybernous.com

® www.cybernous.com

ENROLL NOW

OFFENSIVE SECURITY SPECIALIST WWW.CYBERNOUS.COM



https://www.cybernous.com/courses/offensive_security_specialist_zero_to_hero/
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