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CC 
Certified in 
Cybersecurity

Y O U R  F I R S T  I S C 2  C R E D E N T I A L  
N O  E X P E R I E N C E  N E E D E D

The CC exam changed on 1 September 2026. 

This course is built on the new outline — not 

the old one — and coached live in 20 hours.

20 hours, coached live
Recorded for replay — weighted to the 2026 exam

Old-vs-new outline map
Exactly what moved, appeared and disappeared

Timed CAT-style mocks
Meet the adaptive format before exam day

5
DOMAIN S

20h
L IV E  C OAC H ING

700/1000
T O PASS
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T H E  C R E D E N T I A L

Entry-level doesn't mean easy. It means 
broad.

Certified in Cybersecurity (CC) is ISC2's entry-level credential — the same body behind 

CISSP. It's a knowledge-and-judgement exam with no experience, degree or prerequisite 

, and you become a full ISC2 member the day you pass.

01

Register

No prerequisite — anyone 

can book the exam.

02

Pass

Score 700 / 1000 on the 

adaptive exam.

03

Certified member

Apply within 9 months + 
US$50 annual fee.

In CAT the engine finds your weakest domain and stays there — and there is no back button. 

You need the vocabulary and the why across all five areas at once.
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W H A T  C H A N G E D  O N  1  S E P T  2 0 2 6

If your notes say “business continuity”…

…you're studying an exam that no longer exists. ISC2 renamed four domains, re-

weighted all five, and threaded AI through everyone.

2025 OUTLINE (TO 31 AUG) 2026 OUTLINE (FROM 1 SEP)

Security Principles 26% → Security Principles 24%

Business Continuity, DR & IR 10% Security Governance 17.3% · NEW

Access Controls Concepts 22% → Identity & Access Mgmt (IAM) 20%

Network Security 24% → Networking & Cloud Security 21.3%

Security Operations 18% → Security Ops & Incident Response 17.3%

→
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T H E  S Y L L A B U S

Five domains. One adaptive exam.
The 2026 weighting — Domains 1 & 4 alone are 45%.

01
Security Principles 24%

CIA, AAA, non-repudiation, risk lifecycle, control types, governance elements & the ISC2 Code of Ethics.

02
Security Governance 17.3%

GRC, security culture, metrics & KRIs, dashboards — plus BC/DR as redundancy concepts. New for 2026.

03
Identity & Access Management 20%

Identity lifecycle, DAC/MAC/RBAC, least privilege, MFA, IAM tools & AI-assisted anomaly detection.

04

Networking & Cloud Security 21.3%

OSI/TCP-IP, segmentation, zero trust, NAC, IoT/ICS, plus cloud service & deployment models 

and shared responsibility.

05

Security Ops & Incident Response 17.3%

Encryption, data handling, SIEM, threat intel, IR playbooks, red/blue/purple teaming — the SOC vocabulary.
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K N O W  T H E  E X A M

CC exam at a glance

F O R M A T

CAT adaptive · Pearson VUE

I T E M S

100–125 multiple choice +

D U R A T I O N

2 Hours

P A S S I N G  S C O R E

700 of 1000 · scaled

P R E R E Q U I S I T E

None no experience or degree

E X A M  F E E

US$199 regional pricing varies

S T A Y I N G  C E R T I F I E D

US$50 annual maintenance fee · 45 CPEs per 3-year cycle · full ISC2 membership 
on passing.

Exam fee is paid to ISC2 at scheduling and is separate from Cybernous training fees. Figures per 
isc2.org — re-verify before booking.
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H O W  T H E  2 0  H O U R S  A R E  S P E N T

Hours where the exam is.

D1 · Security Principles
Vocabulary, AAA, control types, risk lifecycle, Code of Ethics

24%

D2 · Security Governance

GRC, security culture, metrics & KRIs, BC/DR as redundancy
17.3%

D3 · IAM Concepts

Identity lifecycle, DAC/MAC/RBAC, least privilege, MFA
20%

D4 · Networking & Cloud Security

OSI by “what breaks”, segmentation, zero trust, cloud models
21.3%

D5 · Security Ops & IR + the AI layer

Triage, SIEM, threat intel, IR playbooks, hardening, data handling
17.3%

Final exam sprint

Full-length timed CAT-style mocks, review, exam booking walkthrough
— 3 h
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E V E R Y T H I N G  I N  T H E  C C  S U C C E S S  T O O L K I T

Built on the outline you'll actually sit.

01

20 Hours Live Coaching

Structured, weighted to the 2026 exam — and 

recorded for replay.

02

Smart Notes · All 5 Domains

Written for the 2026 outline, plus an old-vs-new 

outline map.

03

CC-Format Question Bank

Explanations that teach the why , not just the right 

letter.

04

Timed CAT-Style Mocks

100–125 items, 2 hours, no back-navigation — like 

the real thing.

05

The Confusion Clinic

Policy vs standard, DAC/MAC/RBAC, IDS vs IPS, 

symmetric vs asymmetric.

06

1:1 Mentorship

Personal help when a concept simply will not land.

07

Booking & Application Walkthrough

Pearson VUE, the 9-month application and the AMF, 

explained.

08

Career Next-Step Session

CC → SOC / GRC → SSCP → CISSP, plus LMS & 

alumni community.
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R E F E R R A L  R E W A R D S

Refer, earn & save.
F O R  A C T I V E  S T U D EN T S Refer a friend → +15 days of LMS access

01

Share your link or code

Find it in your LMS dashboard 

under Refer & Earn and share it.

02

Friend enrols with your details

They add your code in the 

“Referred by” field at checkout.

03

You get +15 days access

Credited within 7–14 business 

days of payment confirmation.

No limit on referrals — every successful enrolment earns +15 days. Add-on access only; must be an active student to 

qualify.

F O R  C Y B ER N O U S  A L U M N I Loyalty & referral — up to 100% off

10%
Loyalty discount

Off your next Cybernous course — not for re-

enrolling the same one.

10%
Per referral credit

Stackable up to 100% off your next course.

1 REFERRAL

10% off
5 REFERRALS

50% off
10 REFERRALS

100% FREE

Max cap 100%. Credits valid 12 months from verification; benefits mutually exclusive. Requires completion of at least one 

paid Cybernous course.
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L E A R N I N G  F L E X I B I L I T Y

28-day pause
Life happens. Your learning journey does not have to stop.

WHAT Freeze your access for up to 28 days

Pause your LMS access for up to 28 days total. Your progress, bookmarks and history 

are saved exactly where you left off.

HOW One-click pause from your dashboard

Log into your LMS, go to Account Settings and hit Pause. Your access timer stops 

instantly. Resume any time while pause days remain.

RULES Simple terms — no surprises

Up to 2 pauses per enrollment, 28 pause days in total. Available from Day 1 of active 

access.

H O W  Y O U R  2 8  D A Y S  W O R K

You get 28 pause days in one shared pool , split across up to 2 pauses. Each pause draws from the same pool 

— when it hits 0, no pauses remain.

EXAMPLE A ·  PAUSE 1

20 days used

8 days remaining

→

EXAMPLE A ·  PAUSE 2

8 days used

0 remaining · used up

EXAMPLE B  ·  PAUSE 1

10 days used

18 days remaining

→

EXAMPLE B  ·  PAUSE 2

15 days used

3 days remaining · forfeited

Your access clock stops. Your learning does not reset.
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Y O U R  F I R S T  S T E P  O N  T H E  I S C 2  L A D D E R

Get the credential that opens the 
door.
For career switchers, students, IT-support and networking staff moving 

across, and aspiring SOC analysts. The clean sequence: CC → a role → 

Security+ / SSCP → CISSP.

R E S E R V E  Y O U R  S E A T  — C O N T A C T  F O R  E N Q U I R Y

contact@cybernous.com

+91 88823 43900

www.cybernous.com

E N R O L  I N  C C →

Y O U R  C O A C H  &  T H E  M E T H O D

Led by Karthick AR

KA
LEAD INSTRUCTOR 

CEH ·  CPISI  ·  ISC2  CC

Karthick teaches every cohort personally — 9+ years across SOC analysis, 

risk & compliance and security training. He walks through every domain on 

the 2026 outline and reviews each student's mock results individually.

Certified Ethical Hacker (CEH) ISC2 Certified in Cybersecurity

CPISI certified 9+ yrs SOC · risk · training
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